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Loaning precious museum 
objects around the world
Both a requirement and a 
hazard

Often the primary remit of a 
museum, art gallery or other 
private collection is to share its 
objects with as wide an audience 
as possible.

This means transporting 
invaluable items around the world 
for long periods of time, making it 
difficult to ensure that the original 
is returned.

This is against a back-drop of 
increasing theft, forgery and illicit 
trading of valuable antiquities, 
and works of art.

THE PROBLEM
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Moreover, ensuring the recipient 
museum has all the information 
about handling, displaying and 
conserving the items on loan can 
also be problematic. 

Finally, it is highly desirable for 
accurate information about the 
objects to be made easily available 
to the audience.



Fake art
Forgery fools the unwary

As museums continue to digitize 
their collections and loan items 
to increasingly far-flung locations, 
the chances of fakes entering 
circulation increase.

Not only do owners of collections 
not want their genuine items 
replaced by forgeries, but 
museums and galleries also 
do not want to unwittingly 
exhibit fakes.

•	 According	to	European	police	
experts, as much as half 
the art in circulation on the 
international market could 
be forged. Scotland Yard has 
a dedicated full-time unit 

EXTENT OF THE PROBLEM
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charged with tracking forged 
and stolen artwork (The 
Independent, UK, 
December 2007).

•	 A	60-year-old	South	Korean	
man ran a private museum 
displaying fake art from which 
he collected 530 million won 
(about $443,000) from people 
who believed the objects on 
display were ancient treasures. 
The museum was set up 
in August 2004 and had 
attracted more than 130,000 
visitors (BBC News Asia Pacific, 
Oct 2008).

•	 A	recent	haul	in	Italy,	including	
Matisse and Magritte forgeries 
cost buyers a total of 8.8 
million Euros (BBC News, 
August 2010).



Museums and collectors 
are embracing new 
technology

There have been a number 
of solutions proposed over 
the years to help tackle these 
issues. However, operational 
complexities, relatively high costs, 
and the need for reliability have 
often hindered their deployment.

•	 Covert	ink-based	markers	can	
be effective against theft, but 
require a dedicated reader for 
each type of marker, hindering 
usage at museums. A visual 
true/false indication can be 
provided, but not information 
about the specific object.  
Forensic analysis is then needed 

CURRENT STATUS
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to verify the object, requiring 
it to be sent to an authorized 
laboratory. 

•	 Barcoding	of	items	can	
increase the speed of an 
audit, but often leads to large 
unsightly labels attached to 
museum objects.

•	 Radio-frequency	identification	
tags have been trialled with 
varying degrees of success; 
their size and cost tend to 
make them better suited to 
identifying consignments (such 
as crates of objects) rather than 

the individual items.

•	 Software	databases	of	
collections can provide 
important details about the 
pedigree, unique identifying 
features, and general 
information of an object, but 
controlling the appropriate 
dissemination of this 
information can be difficult.



The need for an integrated 
authentication and 
collections management 
system

There is a growing need to 
catalogue items using a labelling 
system that integrates with 
a software database without 
compromising the safety and 
security of the museum objects.

In particular, curators and 
conservators of collections are 
looking for ways to

•	 Replace	the	labour-intensive	
process of hand-writing 
catalogue numbers onto labels.

•	 Read	labels	on	museum	objects	
quickly and accurately so as to 
audit collections reliably and 
cost effectively.

REQUIREMENT

•	 Streamline	processes	for	
grouping, shipping and 
displaying objects.

•	 Disseminate	information	about	
specific museum objects to 
overseas recipients to help care 
for the items on loan as well as 
provide useful information to 
visitors viewing the items 
on display.

•	 Incorporate	security	features	to	
ensure that loaned objects are 
returned, and if stolen, they are 
identifiable when recovered.
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The nonClonableIDTM 
museum object label 
The key to integrated 
collections security

Bilcare Technologies has 
developed a small tamper-
evident security label specifically 
for museum and heritage 
objects. It has been developed in 
collaboration with the National 
Heritage Board (NHB), Singapore 
to provide a cost effective and 

The label can be attached to the 
museum object using industry 
standard archival-grade lacquer. 
This can be further facilitated 
with our desktop applicator and 
dispenser equipment.

The nonClonableID label can be 
identified by using an industry 
standard 2D barcode scanner to 
read the Data Matrix element. 

THE SOLUTION

reliable solution to help manage 
museum and art collections.

Each label measures only 5 mm 
x 5 mm in size and exhibits a 
unique Data Matrix serial number 
as well as an integrated materials-
based signature. This signature 
comprises an arrangement of 
micrometer and nanometer sized 
features unique to each label. 
The complexity is such that even 
we at Bilcare Technologies are 
unable to reproduce a particular 
one, thus providing unparalleled 
security against counterfeiting 
and tampering.
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Integration with 
MuseumIndex+
An established museum 
collections management 
system

For over forty years, System 
Stimulation Ltd has been 
providing museums and galleries 
with increasingly sophisticated 
software for managing 
collections. Bilcare Technologies 
has partnered with System 
Simulation to integrate the 
nonClonableID museum object 
label with MuseumIndex+, an 
industry-leading collections 
management database system.

When an object is labelled with 
a nonClonableID label, it can 
be linked to an object number 
in MuseumIndex+. This can be 
an existing record as part of the 

THE SOLUTION
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process of upgrading an existing 
collection, or a new entry for a 
newly acquired object.

MuseumIndex+ provides a 
detailed Spectrum compliant 
process flow for managing your 
labelled objects. The integrated 
system also registers when the 
label was simply identified as part 
of a management process, or 
authenticated against the record 
of the label’s signature as part of 
an audit process.



CollectionsCheckpoint for 
enhanced loans security

The nonClonableID label and 
the MuseumIndex+ collections 
management system is only part 
of the story.

Bilcare Technologies and System 
Simulation also offer a unique 
‘clearing house’ to bring museum 
and gallery loans management 
into the modern age of cloud-
computing web 2.0.

This centrally hosted system is 
available via the Internet, enabling 
nonClonableID labels to be 
identified and authenticated in 
real-time from around the world.

A recipient museum can scan 

the museum object’s label using 
CollectionsCheckpoint to obtain 
information about the object, 
as stipulated by the originating 
museum. This can include 
instructions about unpacking, 
displaying and conserving the 
object. It can also disseminate 
information about the object for 
displaying in the exhibition.

The originating museum can 
use CollectionsCheckpoint to see 
records of objects being received 
and processed by recipient 
museums. Moreover, this audit 
trail can be seamlessly integrated 
with MuseumIndex+.

THE SOLUTION
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Originating Museum

Shipping of object

Real-time tracking of object

SCAN

Recipient Museum

75% Completed



1. Register your labelled 
museum object in your 
MuseumIndex+ collections 
database.  Location of label is 
automatically updated in
CollectionsCheckpoint

2. Labelled objects packed 
for transportation to 
exhibition.  Grouped 
museum objects now 
registered as in transit in 
CollectionsCheckpoint

4. Labelled objects re-packed for 
transportation after the exhibition.  
Grouped museum objects now 
registered as in transit again in 
CollectionsCheckpoint

3. Museum object arrives at recipient 
museum and is scanned by curator 
through the CollectionsCheckpoint’s 
Internet page.  Some information is 
received from the originating museum 
and CollectionsCheckpoint updates 
location record

5. Your museum object returns to 
your museum and the label is 
authenticated through 
MuseumIndex+.   The label 
location is updated in Collection-
sCheckpoint and a full audit trail 
of its recent movements available.

nonClonableID 

scanner
nonClonableID 

scanner

Standard 2D 
barcode scanner
Standard 2D 
barcode scanner

InternetInternet

Museum ObjectMuseum Object Packing crate of 
museum objects
Packing crate of 
museum objects

Create labelCreate label

CollectionsCheckpoint

nonClonableID tagnonClonableID tag

MuseumIndex+MuseumIndex+

How it works

Using the nonClonableID label 
with MuseumIndex+ and 
CollectionsCheckpoint is a user-
friendly experience that has been 
designed with flexibility in mind.

However, by way of example, let’s 
look at how the system might 
enable you to manage a loan to 
an overseas museum.

The curator from the originating 
museum may authenticate 
the items as they arrive at the 
recipient museum using their 
scanner, or request that the 
receiving curator identify or 
authenticate the items as befits 
the audit requirement and travel 
budget of the exhibition 
under loan.

THE SOLUTION
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Benefit from a faster 
process flow,enhanced 
security and better 
visibility

BENEFITS

The nonClonableID 
label provides:

•	 Tamper-evident	security	against	
counterfeiting and loss

•	 Enhanced	automated	
readability

•	 Low	visual	impact

•	 Archive-grade	compatibility	
against corrosion and 
degradation

•	 Ease	of	use	by	the	conservator	
for improved process flow

MuseumIndex+ software 
provides:

•	 Enhanced	collections	
management

•	 Seamless	integration	with	
nonClonableID labels

•	 Spectrum	3	compliance 
CollectionsCheckpoint provides

•	 A	sophisticated	loans	
management platform

•	 A	means	to	disseminate	
appropriate object information 
to stakeholders in real-time 
around the world

•	 An	audit	trail	of	labelled	
objects as they are transported 
and processed
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A phased-approach 
to implementation 
nonClonableID is 
compatible with legacy 
systems

IMPLEMENTATION

Implementing the nonClonableID 
solution can be done in phases 
and doing so will still quickly 
benefit the collection’s owner.

•	 Newly	acquired	objects	can	be	
labelled with nonClonableID 
labels and brought into your 
existing system. This will bring 
you all the benefits to the new 
elements of your collection.

•	 Objects	destined	for	loan	
can be labelled as part of the 
preparation process, bringing 
you immediate benefits as the 
consignment leaves 
your museum

•	 Existing	collections	can	be	
gradually upgraded as part 
of the regular conservation, 
restoration, or auditing 
process.

The fully integrated system can 
be deployed in a number of 
ways, depending on the existing 
collections management system 
you have in place.

•	 Current	MuseumIndex+	
installations can be 
upgraded to provide the 
added functionality of using 
nonClonableID labels and 
CollectionsCheckpoint.
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•	 New	MuseumIndex+	
installations can be undertaken 
with full nonClonableID 
and CollectionsCheckpoint 
functionality from the outset.

•	 Legacy	systems	with	collections	
management solutions 
from other providers can be 
adapted to function with 
nonClonableID labels and 
CollectionsCheckpoint.
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Bilcare Technologies is a 

division of Bilcare Ltd. focused 

on creating next-generation 

anti-counterfeiting, security, 

and brand protection 

solutions for a broad range 

of industry sectors.

With breakthrough research in 

nanotechnology, Bilcare 

has developed a unique 

technology, nonClonableID, 

that enables items to be 

authenticated as they move 

between stakeholders  

and collectors.
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